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ABsTmAcT

Tho integration of safeguards functions to deter
or detect unauthorized actions by insiders re-
quires careful communication and management of
●afe~rda-relevant information on ● timely
baeia. The separation of ●feguarde functions
into physical protection, mterimla control, and
materlala accounting often inhibite important
info~tion flows. Radefinin~ the mjor safe-
guards functione ●m s’~tborizstlo~, enforcnmant,—. --
and verification and careful attention to man-
agement of information can result in effective——
safeguards integration. Uhether deeigming new
ayetema or analyzing ●xisting once, understand-
ing tha interface between facility operationa
and #afeguarda im critical to coet-effectivo
integrated oafegurde syetew that meet emdem
standarda of performance.

I. xTdTIODOC1’IOM

Reeponalble management of nuclear materials,
always ● difficult taak, be become ●ven more
challenging in the context of a world that ie
lncr*asingly ●verae to nuclear-related risk.
Facility uperatbre muat constantly provide
asaurance that their materiale Aro ~mder uon-
trol ar~d are not being releaeed to tle environ-
ment or fallln~ into the handt of unauthorised
parties, At the came time that eocletiea are
demand(ng the hishest etandarde for nuclaar
activities, theem ●ctivities ●re growin- world-
widt in applic~tiona ieinted to the generation
of ●lectriclty ●nd are not likely :0 shrink
ei~ificantly in military ap~licationa, More
tnat~rlal 1s being processed, ●nd thera are more
facilitlac reeponeibla for it than aver bafore,
Alon# with the growth in mat$rlals procnsulnC,
thare has been a perceived increaae 1 I tlw humaII
thrcate poaod to nu(:lear ●ctivities, World-wida
terrorlet activltiet have motivated government
authoritlea to dwnand lmprean(ve phyelcal pro-
tection meaaurea ●t th~ porimataro of planta to
reptl armed attackera. A)ao, thorn la a high
~ev~l of concern regarding melovolant acta by
lndividuala with authorized ficceaa to nuclaar

materials. This insider threat presents the
greatest challenge to safeguards eyatem design
and operation becauae it may be much more dif-
ficult to distinguish between authorized and
unauthorized actiona. The component of a safe-
guard ●yetem that can deal with all these
threata effectively whilo interfering minimally
with facility operation must ba organizud into
● coherent unit and mat emphaaize the efficient
generation ●nd utilization of ●afeguarda-rele-
.fan~ in~omtion.1,2

II. INrBCMATQ SMMUMDS sYs-

A. The Plaemimg of Integrated Safeguard

The structure and function of domestic
nuclear eafegunrds ●ystema are usually defined
in terms of the three concepts of physical pro-
tection, materiale control, ●nd mateciala ac-
counting. Although there -Y be come overlap
between the areaa of physical protection and
materials control, in moat instancee theee three
●l$mente of the ●yetem function nearly independ-
●ntly of one ●nether, havs ●eparate adminlatra-
tive acructuree, ●nd have few channels of com-
munication with ●ach other. Furthermore, those
channels of communication that do exist are
normally far removed from the uveryday working
level ●nd coma into play ~fter the fact when an
unuOual incident hae occurred. Duplication of
●ffort ●nd unneceaeary interference with fatil-
ity oporatlon can result from th~~ rmlativ@ly
lndep~ndent oporatlon of the different parte of
the eafeguarde sygtam, with unoecestarlly high
aafeguardc coete ●s a coro!lary. In addit.on,
tho lack of coordination among tha three ele-
mante may cauae gape in ●afeguarda ayatema cov-
erage-- particularly with reopect to tho lnaider
threat--and will almoat certainly make it very
ditfic~lt to evaluate the effectlvenoea of the
total oafeg~rds ●yatem.

For t.haae raaaona, interaet had baen ~rnw-
lng in the development of intefirated ●afnguat(!a
s~ntemao An lntegratad aafeguarda myatem (om-.—. . .
prioaa the aama baaic elemar.t~ aa aIIy ~)tlt~r



safeguards system: protective personnel, fences,
portal monitcrs, personnel identification sys-
temz, process monitors, material nreaauremants,
accounting records, and so on. However, the
organizational arrangement of these elements is
no longer the same. In an integrated safeguard
system, the basic ●afeguarda elements are appro-
priately selected and then combined into a ~i~-
gle unit whose parts coamrunicate, share informa-
tion, cooperate, and coordinate their activities
in a manner that in optimized with respect to
the dual objectives of achieving maximum safe-
guards effectiveness and of minimizing interfer-
ence with facility operations, and without re-
gard to arbitrary classifications such as physi-
cal protection, materials control, and raatsrials
accounting.

It appears desirable that all safeguards
systems be int~grated in the sense just de-
scribed. fiowever, such integration msy be dif-
ficult or impossible to ●chieva when the ●afs-
guards system is organized along tha usuallines
of physical protection, materials control, ●nd
materials ●ccounting, because this structure
compartmentalizes informst.on and provides no
avenues for coordinating the actions of units
belonging to the different areas. The design
and implementation of integr&ted safeguards sys-
tems will therefore require the formulation of
new organizational concepts for safeguards ●ys-
tems that encourase rather than hinder the de-
velopment of integrated systems. In the next
two sections we propose that theme new concepts
should be those of authorization, enforcement,——
and verification, coupled with~he proper col-
lection, analysis, and distribution of informa-
t ion.

B. safeguards System Fumctloms

One can define domestic nuclear safeguards
as A collection of meaaures intended to asaure
that nuclear materials ● re used only in author-
ized ways for officially approved purposes ●nd
to provide effective corrective ●ctions when
misuse occu:s. This definition contains the
elements stated at the end of the last section:
authorization for ●ppropriate uses of nuclear
materials, enforcement to limit uses to those
that are authorised or to detact and terralnat~
misuireo, and verification to ●saure tnat the
faciiity is in an authorized statua, with all
theso activities necessarily depet,ding on the
appropriate scqulsitlon ●nd utilization of in-
formation. lie shall now d~scuss the rrreaninga
of these terms and concepts more completely and
#how that they can, in fact, #erve as the baais
for design ●nd Implementation of a nuclear safe-
guards cysterrr.

Aut~O~Atlo~ in ● ouclaar facility is a
hlararchlcul definition slructure whoee purposa
1s to ntate praclsely at, every [avel what the
facillt.y objartives are, what actions are ap-
pr(;vod tor achlavlng these ob~~ctivea, what per-
n[)nllel ~nd/or piecac ot aqulpmant msv perform

these actions, and in what manner the actions
must be performed. The most effective method
for developing the authorization structure for
a facility is usually to employ a top-down ap-
proach in which the officiaL mission for the
facility (often as stated by a government
agency) is designated as a top-level task. This
top-level task is broken down level by level
into required subtaaks at successively greater
levels of detail until the basic “irreducible”
facility activities are reached (for example,
performing a particular step of a chemical
process, transporting nuclear material from one
location to another, and so on). A parallel
personnel/equipment structure must then be con-
structed for the facility, and authority for
performing the individual Daaic activities must
ba assigned to these facility personnel/equip-
ment resources. Both operational er~ safeguard
considerations will be important in determining
the allocation of authorizations to personnel
and equipment, but ● primry safeguards goal
must be to minimise the probability that an
unauthorized action can OCCU= without iusnediate
detection ●nd interruption.

Once the authorized activities and personnel
have been defined, enforcement methods must be
docermined to ●ssure that only ●uthorizsrd ac-
tiona by authorized personnetlequipmsmt occur.
Many of these methods fall within the aream
usually designated as physical protection and
materials control. Barri~rs and personnei i\ten-
tification systems sre used to exclude unautho--
lzed personnel from the facility as a whoie or
from certain areas of the facility, portal moni-
tors are us~d to detect ●ttempts ●t Unauthorized
trsnsfars of materials, and so on, The enforce-
ment methods must, of cotirse, provide for the
interruption of unauthorized ●ctivitiaa by force
when necessary.

The safeguards verification function con-
tinually examines the faciiity status to ensure
that it 1s ithin authorized limits. ha of
the most irrrpi)rtant verification activities is
that of mteriais accounting, which tries to
●ssure that all nuclear maceriala are present
in their authorized nmouuts, locations, and
forms. Part of the materials accounting veri-
fication program is a measurement control pro-
gram to analra that measuring Instruments nnd
processes function correctly. Oth+.r instrument
verification actions include testing alarm and
communication *quIpment to assure that it is
in proper operating condition. In addition,
process instrunwrltat.ion call i)e monitored f’or
safeguards verification purpose~ to assure that
process parmaters tre ‘+~ichi~l norninni r~nges;
material transfers can be monitored to nss!~re
thst only attthnr{zed materials ale moved by
@,:thorized persons. and that a transfer that
hac been in{tiateJ i~ c:mpleted within mn ~ppr[)-
priate time per~t)d at ?he correct dautlnat loll;
and so on. Verlflcation artivitieo are very
important ~n the !)peratiun I!f tho SAf@RI1.ll~h4



ayatem because they can provide positive evi-
dence that the facility is in an authorized
atatua, not just a statement that no unauthor-
ized situations have been detected.

Many of the safeguards system’s authoriza-
tion, enforcement, and verification activities
rely extensively on the availability and correct
interpretation of information about the system
status. Because of the importance and potential
complexity of the process of information acqui-
sition, interpretation, and distribution, we
d!.scuaa this subject separately in the next
section.

c. Imfo~tiom flazmge,ent

Coherent acquisition, organisation, and
analyais of safeguards-relevant information ia
che basis of an integrated aafegu.ards system.
This information management #ystem is the frame-
work for continuously ●cquiring information
about facility operations, comparing observed
conditions to the anticipated normal conditions,
detecting anomalies in routina oporationa, and
implementing procedures for anomaly resolution.

The kay elements of information management,
acquisition, organization, analysis, and
decision-making are describad as follows.

Acquisition. Info~tion to be acquired
by an integrated ●afeguarda system is deterraiued
by its intended use in the atulyais, declsion-
meking, ●nd reporting procasaes that are fors-
s99n. Because this system must counter poten-
tial insider threats from personnel authorized
for direct access to sensitive material, areas,
and information, it must acquire sufficient
information to detect subtle deviations from
authorized procedures.

Information of potential ssleguerde US. is
derived from an understanding of facility oper-
●tions including metcrial inventories, Mterial
flows, ●nd perconnel activi}.lee for operating
the process. Facets of facility operation that
are the source of these data ●re

● Material locations - facility locationa
where material fS stored or temporarily
rasidea includin8 storase vaults, hold-
ins ●reae, ●nd proceae veasals. Needed
information is material amounts, number
of items, ●nd typical residence time.

● Material trarmferg - movements of mate-
rial between locationc in the facility
including transfers between process
equip-nt, movements to different loca-
tiono in ● glove box, or transfer be-
tween meteria!m balance ●reas (MBAa).
Thece are defined by eource And destina-
tion, amount of material, and duration
of Crannfer.

● Process control/monitoring measurement -
locations in the facility where process
parameters are meaaured. Defining param-
eters are location, measurement method,
measurement uncertainty, frequency of
instrument recalibration, and frequency
of measurement.

● Personnel activities - routine personnel
activities for operating facility. Spe-
cify general job categories and neces-
sary authorization for personnel accesa
to facility areas, materials, and infor-
mation.

The baais of information acquisition is a
collection of key locations such as measurement
points and perbc=nel acccas control points where
safeguards personnel or sensors acquire data on
material and personnel activities. These loca--
tions are aeiected in con~ideration of process
operations and a framework of safeguards areaa
including materials balance areaa, material
access areas, protected areas, and exclu~ion
zones. The acquisition system parameters are
the location, attribute of material or person-
nel, methoa of acquisition, and the event that
in.ciates the acquisition.

Intesrstion of the acquisition of informa-
tion among the various safeguards activities
consists of ●voiding redundancy and coordinating
the acquisition of relatea data elements. For
example, ●dditional safeguards measurement can
be eliminated when ●xisting process monitoring
measurements are ●d.quate. Also, sensors re-
cording the attributes of transported material
and ●ttributes of the custodian should be co-
located.

Orgamiaetiom. Traditional separation of
safeguards information generated by its various
functions limits the ran8e of ●nczmlies that
are potentially detectable, whereas integration
of these data in a single structure increaaee
the corralationa ●nd relstions between data that
can be examined. For example, confirmation that
● msterial transfer la successfully completed
involves the ability to correlate information
●bout material ●nd perrnonnel attribute that ia
separated in both space and time.

Resolution of anomalies depends on a crnpa-
city for rapid recall of related dats on past
activities involving material and personns!.
Retrieval of these data 1s facilitated when
there la an icientifyin8 key that associate all
data elements relatad to a partl.cular event.
For example, an event involving measurement of
an item by an operator generates dat~ such AS
the item identification, material amount. itl-
struraent identification, and ope~ator ldentlty--
all perhaPo stored in separate data files but
eaaily relatable when tagaed with a (,orrmlon
unique event number.



l-ha following are ●xamples of ciatabase
table. that ❑ignt be rnaintalnea:

. acteaa auctrorizations of each F*rscm;

. pt.yaicai i.wentory data including lnca-
tlon. time, and material amount:

. mterial transfers acroaa accmntirrg
boundaries including locacion, tlrln?l,

and material amount;
. :ransactiona rslated co apiicting or

combining items;
. a record of personnel access requests;

and
. nominal process parareate-a.

Analysis. The function of Information anal-
ysia in a aafegumrds system is to reduce cho
complexity of cha data to ● simple form that is
directly .uaable by safeguards decision makera.
Ccrmpreecion of the information into indicator
tnac are mre readily comprehended facilitates
discriminacirrr betwren normml ●nd abnormal con-
ditions in faci.icy operation.

Anouly detaction depends on ●n analysis of
cho aafeguarda info~tion to Jocormine ● d@via-
tlon ~f an ob?trvation fro9 norrul facility
operations. In ●- inscancea chase analyses
aro simple and irndiatc, ●s in the comparison
of ●n accsss request to an authorization list,
where~s otaor ●nalyses cuch aa ●valuation of an
inventory riifforence may r9quiro larse amounta
of data ●nd excenaive calculation. Analysea
may b. divided into twe claaaea: ●caciacical
●nalyses such as inventory difference ●valumciar
●nd logical analyaes such so evaluation of ●n
acceaa request.

Sta:iatical analyses are ●ppli@d to the re-
aultti of naasurements as in ●nalysea of snipper/
receiver differonceo, inventory diffarencoa. and
meaauremant of standardm to datct inacrument
malfunction. Examplas of data andyaia proce-
dure for ●ddreaaina statistical dmciaiom prob-
10U. which are ofton implem.atml in computer

program, aro omterialg balanca closuro, vari-
anco calculation, materials balanca ●nalyais,
and maasure~nc Control.b

Logical nnalyaea deal primarily with com-
parison of information on praonnel activities
and material movements arid locaciona wtch th~
knawn normal facil:ty operational procedures co
4ec@ct •no~lies. Ckrrent!y. thesa anmlraec
consist of compari~ons of p~raoficel area ●ccess
rcqucats wicn ●n ●uchorlsaci~n databaae and
confirmation ttst Htorial croasin~ materials
●ccema area bolurrdariea hswa t hm approOrlace
ar.aa attributes. Eow.ver. ag the technol~.gy
for tracxing personnel and material loc~:icris
adm-alres. mre complax a~ttior~zactor,s invol=ing
sequen~es =f perscmnal ●ccions ●rid their plecis@
~JcstiG!l may become the #ubjecc Of .inorneiy de-
recc!m-

rerrieve persiminei aucliorlzacl=n fr~m a 5aca-
Gase; programa .2 iecord cne F.isclor-v .:.f per~~rj-
nel accessea co mceriai. aresa. and infcrraa-
cion: and programs co recriev-e 3elecceo ~udiC

trail information.

Deciaionakiog. The final element in de~ei-
oping information rnenagement chat ia zonaiacent
with an integrated safeguard. sy.s?em ia a deci-
sion-mairing struccura consisting of ciisplaya of
inriicatora i)~ safeguards ~tacua, crlceria far
determi-tng Chat an anomaly exiaca. pracea-ure.
fur resolving anomaliea, and personnel reapon-
sibilitiea for the anomaly detecclonlresol~ci.an
process.

Indicator presented to a decision maker
should conscituto che ❑inimum amount of infor-
rmtion ne:essary for rasolving cne difference
between no-l and abnormal facility conditions.
For ●ach indicacor thero ia an associated cri-
terion for decidln8 chat an anomaly ●xiacs.
Thaa criteria chiwld be chomen to reflect a
dosircd system sonaitivity co an anomaly (for
example, ~unt of ~terial loss co be detected
within ● ●pecifie4 Lima ●nd with specified de-
tection probability).

l’he follJwing indicators are repreaet~acive
of information that could be diapiayed for fie-
cibion~king:

● a plot of materiala t lance aeauences
for each accouoticg ●re. with decision
threeliolda baaed on variance calcula-
tions:

. ● list.n8 of the current book ir.ventory
in qach accounting ●rea;

. a Iiaplay of material cranafers in prog-
reea ●nd elapsed cime;

. a plot of meaaure~nt control charta
for each rmaaurern-: iriazrumenc;

● ● display of the c rren. ●cceas statue
of personnel co araaa, neterlal, and
information;

● ● display of ●n ●udir trail for ●n item
or ba.ch reflecting t~e processing and
measurement history--incl~ding personnel
acceaa co the material.

The coherent crganizatian, analysia, afid
display of ●afegxrds information ailows crie
detection ot armneliea that are only apparenr
wrren dats from separate locatlon-, times, a~fl
safeg.~rds activities are cambined. Examples
of anomaly detection baaed Gn CGIIIOined uae of
information eleraanca ●re

. repeated evidence of incorrecc acc~o.~nr-
ing entries aamociaced witn apecifi=
parsonriel;

. a pactarn of Unauttrorized acceaa ac-
temptm co sr9afi. material, nr lnf~rma-
clon by individuals:

. correlaciana between iarge ifi.:e,lc,,ry
differences and operating shif~s;

. a cliaoaricy becwaen the materidi !rarie-

porc a,~thorizacii~n .?f qli !:141..!.1.’ZK1 Ii!.i
cne macaria! rrarisptijr~efi;



. a material transfer that is not com-
pleted within the allotted time; and

. tDOVeIllWlt Of material at an ua~thorized
time or to an unauthorized location by
an authorized person.

III. FACILITTMtD PROCSSS DSSIGH AND OPSEATZON
—AN -u

We now diacusa some aspects of designing a
facility to meet integrated safeguards objec-
tives, An example facility is used to illus-
trate several aspects of integrated safeguards;
however, all aapects of process operation and
safeg~rds have no~ been covered in this exam-
ple, and the example should not be considered a
complete and comprehensive design.

The emple facility proceeaea high-grade
scrap to recover the special nuclear material
as oxide. All proceaa operations ●re performed
within glove boxes. The facility has one vault
and two process rooms located within the mete-
rial access area (MA). The FM is located
within a protected ●rea (PA). The facility
layout is illustrated in the Figure,
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Figure. Example facility layout.

The facility layout has been planned ao
material and p~rac.mel mve by different routee.
Walls ●nd ●larmed doors provide ●nforcement of
authorizations of material movement and person-
ne 1 acceas. No material ie ●llowed through
peracmnel portals, therefore anv trlsget wf
portal radiatiun ●larms would be inveotigaLed
lmnedlately ae a removal of material.

Process operations occurring in Room 1 are
dissolution, io~ exchange, and precipitation,
All material handlln~ opecatlons in Room 1 are
performed on a batch basis. Batch operations
facilitate ~ear-real-tima accounting by allowing
frequent balance closures, and allowing moving
(dynamic) inventories by timing inventories to
occur when equipment 1s empty after ● b.*tch has
compLetGd a process slep, This decreases the
loct processin~ time for shutdown lnventocics
and provides more timely verification c>f the
preoence of material,

The only process located ill Rocm 2 is cal-
cination, which is operated continuously. A
bag-out port is provided in Room 2 but not in
Room 1. Because of the Loss of batch identity
through the calciner ard the increased access
to material provided by the bag-out port, this
operation is isolated from other operations.
Fewer people are authorized to have access to
this area, and the two-men rule is strictly en-
forced.

All tranafers to and from the vault are by
trolley; all transfers within the process rooms
are contained within the glove boxes. The two
process rooms are connected by trolley. !love-
ment of material is automated, and provision is
made for electronically recording the important
mowaent information such as who authorized
movement, item identification, time, source, and
destination.

We will aas~ that datailed descriptlono
of p~ocees operations and material movements
have been developed for this facility. Portions
of the process requiring similar meteriala and
equipment have been located in the same area
and physically separated from other areas by
appropriate barriers. f’heae detailed descrip-
tion establish authorized locations for taete-
rials, authorized transfers, and authorized
accaas to Mterials. For the example facility,
the following nuthorizat]ana have been approved:

●

9

●

●

.

floo; supervisor -
. .

●uthorized for accesa
to ●ll areas, not authorized to access
inventory difference information but
●uthorized access to all other informa-
tion.
wet procees op.raters - authorized for
Room 1 access only, not authorized to
accese inventory difference or measure-
ment COnCrOl information but authorized
accesa to all other information; my re-
ceive mteiial from the vault but may
not send material ‘6 the vault.
calciner operators - authorized for
●ccess to Room 2 only, not authorized
to acceas inventory difference or meas-
urement control information but ●llowed
access to ●ll other infornutlon; nbsy
send mterial to the vault but may not
receive materl~l from the vault.
safeguards officer - authorized access

to all information, but no unescorted
access to the MA.
health and safety personnal - authorized
3ccess to all areas, access to !nventory
Iiatinga, no transfer or mterial access
authorizations,

Special authorizations may be approved aa appro-
priate and Mrnnted temporarily for special oper-
ations. An authorizations database is comDiled
from the above information and maintained on
th~ safeguards system by the t~feguards officer.

An autometed stacker-retriever moves .a:ls
within the vault based on requests rereived



from the safeguards or process control computer.
A1l items moving into or out of the vault have
been sealed with a tamper indicating device
(TI13). The stacker-rntriever can read the bar
code, TID identifier, and load the maasurenwnt
instruments located within the vault (neutron
measurement, g- spectromatry, weight). Shelf
monitors record tha constant presence of each
item stored in the vault.

Automation of routine taaks such as the
vault operation eliminate the need for person-
nel to have access to material in these ●reas.
Linked with a computer and appropriate maaaure-
ments, this could be particularly useful by
providing information on time of ~vement, item
identification, actions taken, and authorizing
person. An ●dded advantage of ●utomation in
vaults, or for tranafera, i. reduced radiation
exposure to personnel.

A vault computer records all vaul: measure-
ment information, ●holf monitor data, item posi-
tions, ●nd trolley movements; co~icates with
the safeguard computer: and controls the
stacker-retriever. A mtion detactor within th~
vault is activated by the vault computer when
no ●ctivities are scheduled and turned off when
a new activity is scheduled. Tho motion de-
tector aenda alarms to the physical protection
peat ●a well ●a to t..a safeguards computer.

Personnel enter the vault for external ●hip-
menta of -terial ●nd for Maintenance of equip-
ment. A portal radiation monitor at the door
to the vault detects material entering or leav-
ing the vault Accees to the veult i$ obtained
●fter successful use of a personal identifica-
tion devica by two authorized personnel (author-
ization verified by the aafeguarda cooputer).
All ●ccess ●pproveirn and recorrh ●re handled by
the accesa control computer. In ●ddition, if
only two pernonnel ●re present, tho portal moni-
tor ia ●ctive; therefore, ●ny portal ●lara
thould be responded to aa an unauthorized rt-
moval of material. For ●xternal ●hipmente, ●

third person must be present, ●nd the aafecuerds
computer must approve deactivation of the portal
monitor (for authorized wvemento of mstarial
across the vault portal).

Material 1~ transferred from the vault to
Room 1 by trolley. Trolley motion is monitored
by computer; starting and ●topping pooltion and
times are recorded, Once in the process area,
the transfer transaction is completed by weigh-
ing the item ●nd rscording the idnntifyins in-
formation. Processing now begins with standard
materials ●ccounting in prmctice. The ‘ried
precipitate i. transferred LO Room 2 by trolley
using the s- procedure an tranafera from the
vault to Room 1, This transfer ia made uainc
only groos weight ~nd container bar code for
t!le measurements. The precipltatm 1s calctned
‘.o oxide, blended, rnampled for chemintry meas-
urement , weighed, bsr-coded, and sealed in A
(!Al) wit ● TrD. All of this information 1s
raccrded in tile accounting system computer. Tha

can in bagged out of the glove b-,x and placed
cn the trolley for transfer to “ne vault using
the same procedure ae transfers from the vault.

Access to process ROOMS 1 and 2 is permitted
only by successful uae of a personal identifica-
tion device by two personnel for accesa to the
same room. Access to Room 2 may require the
presence of three persona due to safety require-
manta of bag-outs. Because, under normal oper-
atin8 conditions, no material should be trans-
ferred tmnually through the process room por-
tals, portal alarma would be indicative of
unauthorized removala of material.

Approval for acceaa to the vault or the
process rooms ia obtained when the following
conditions ● re wt:

1) the individual ia on record as having
gained ●cceaa to the PA, and

2) tho indLvid@l is on record aa having
Sained acceae to the MA, and

3) the individual h.aa ●uthorization for
acceaa to the requemted ●rea And mate-
rial ●t the reqwated time.

Accean to computerm and stored data mxld be
handled similarly. Tlaae requiremanttl mean that
the PA, !lAAO and intenaal ●ccesa controls must
●ll be in co~ications with one ●nothor as
well aa {n direct co~ication w~th phyeical
protection paraonnal. A databaae of entry ●t-
tampta la mintained by the accesa control ●ya-
tam, with ●tt.empta to acceaa unauthorized areaa
sigruled to the aafeguard~ ayatem.

Equipment haa baen dealgned to minimize
holdup. In ●ddition, provision haa been made
to uae process ●,,d accounting data to develop
●at@atea of holdup for uae in calculating in-
ventory differences.

The meteriala ●ccountant system encompasses
the normal ●ccounting practicea necessary to

develcp current inventory liatinga by material
type ●nd area, maintain audit traila, record
measurement, and calculate inveutory differ-
ence. Calculation of inventory difference can
be performed for ●ny segment of the process from
the unit procoaa upward in scope to cover the
entire facility. Measurement control functions
are performed either by the accounting system
or by ● separate meaauremant control computer
reporting to the ●ccounting system. The neces-
sery means of linking measurements with mearnure-
mant control information have been provided
allowinC ●utomatic calculation of the limit of
error of the inventory difference.

Indicators or diaplaya provided to the saf~-
guards officer by tha oafeguard.e system and
other components inci .~!e:

1) authorixatlon listings,
2) current ●cceaaea to areas,
3) acceas attempt fallurea (alarm),
1,) trancfera in pro-resa,
5) historical inventory differe:~ce ch~rts

with control llmita--for unit prurernaes
aiid ~he facility,



6) current inventory difference for each
unit process,

7) measurements control charts, and
8) current inventory lists for each area

(glove box).
These displaya can be acceaoed as needed by the
safeguard officer to aacertain the current
status of any area within the facility, or to
resolve any anomalies indicated.

Anomaliea are indicated by alarms from in-
dividual systems as well as From analysia of
combined information in the @afeguarda ●yatem.
Rulea have been developed to define the required
sequence of activities for noraul operation.
When an activity occurs that doea not confom
to the rules, the safeguarda ayatem alerta the
aafeguarde officer. For example, tranefera
from the vault may have the following required
aeauence:. .

1)

2)

3)

4)

5)

process system reqaeata ●n item for
proceaaing, notifying the vault compu-
ter;
vault computer deactivates shelf monitor
for that item and activates the stacker-
retriever;
stacker-retriever removes the item, sig-
nals for reactivation of the shelf moni-
tor, readu tbe identifying information,
weighs the item, performs appropriate
measurements, and places the item on the
trolley, time-out ia started;
trolley ia activated and moved to the
Room 1 position;
ooerator in Room 1 removes tbe item from
tie trolley, reads the identifying in-
formation, and weighs the can, time-out
is terminated (uutimum of 10 minute$
allowed for tranafer), ●nd then opens
the can.

[n addition to the listed events, there are the
aaaociated comunicationa between eysteu for
accounting, operator acceaa to the room, msaa-
urements, trolley movementc, and ●half =nitor-
ing.

Irregularities in the above routine would
trigger an alarm to the aafeguarda officer; aow
examples are

‘.) trolley movement to a location other
than Room 1,

2) the authorized operator ifi not present
in Room 1,

3) the item remved from the vault shelf
does mot have the bar code for the item
requested, and

4) ten minutes hae elapsed and tha operator
haa not performed the ●ctivities re-
quired to term{nate the trar.sfer.

Any of the~e irregularities would trigger an
.sLslm; however, th~ aafeguarda officer or the
Safrgurda :omputer may not necessarily prevent
the trana?er but may investigate the situation
to determine if the activity is unus,~l but
OthOrWiOO acceptable. [nvectigation of ●n anom-
aly msy involve both automated and nunual prn-
redures .

IV. CONCLUSION

The integration of safeguarda activities
into an effective system that meets domestic
safeguards requirements to protect agaicat the
insider threat requires careful consideration
of safeguards functions and information flows.
The traditional separation of safeguards actf.v-
itiea into compartments of physical protection,
mater~als control, and materiala accounting in-
hibits information management and, thus, inte-
gration. “Rotating the crxrdinate system” of
safeguards to organize activities into author-
ization, enforcement, and verification fun~. Ons
facilitates information flow. Analysis of in-
formation requirements and uunagement of safe-
guarda-relevant information accomplishes the
integration of safeguards activities.

New facilities have the option of designing
their pr~ceaa operations and safeguards systems
in ● coordinated manner, and in theue cases the
optimum degree of safeguard integration can be
achieved with tho leaat cost and impact on fa-
cility operation, benefiting both processing
and safeguards. Sxisting facilities can inte-
grate their current safeguard astivitiea by
analyzing the activities in light of authoriza-
tion, enforcement:, and verification functions
and considering ;Lflfor~tion management require-
ments for safegus~.’ds decisions. AMy weakneaaea
in the system c~tn be identified for upgrade,
and any redundant activities can be eliminated,
resultin~ in cost,+ffective imprmrementa to tha
total system. In either case, whether designing
new systems or analyaing existing ones, under-
standing the intarface between facility opera-
tions and safeguards is critical to cost-effec-
tive integrated safeguarda systems that meet
modern standarda of performance.
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